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Check five things before using Al

If you cannot answer one of these questions, stop and ask your manager or support team.

Has the company approved this Al?

Prefer company-provided tools and accounts. Other Al may be used only for general tasks and data
allowed by this guide.

Not sure? Stop and ask

May this information go into Al?

Before typing or attaching a file, look for customer, employee, confidential or login information.

If it should not be shared, stop

Will Al help make an important decision?

Examples include selecting candidates, setting prices, granting credit or advising on work affecting
health and safety.

If yes, get approval first

Can you check the answer?

Check facts, numbers, sources, copyright, unfair bias and computer code.
If you cannot check it, do not use it

Will you take responsibility?

The person sending or approving the work remains responsible and should disclose Al use when
needed.

Al cannot take responsibility

Never expose passwords or secrets to any Al. Customer, employee and confidential company
information may be used only in a tool and task approved for that data. If unsure, stop and ask.
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Check the four data classes before using Al

Paid or Enterprise Al does not mean that every type of information is allowed. The

company must approve both the Al and the type of work.

I Restricted confidential
Strictly limited confidential information
* Health, payroll and employee ratings

+ Trade secrets, strategy and acquisition plans

Only company Al explicitly approved for this data and task. Secrets are prohibited in every
Al.

I Confidential

Confidential information

*+ Customer, financial and partner information

* Source code, security test results and system diagrams

Only company Al approved for this task and data. Use the minimum necessary information.

I Internal
Internal company information
¢ Internal announcements and communications

+ Employee directories, policies and frameworks

| Use company Al within its approved scope. Never use public Al or personal accounts.

I Public

Public company information

» Company website content and press releases

* Financial reports and marketing materials already approved and published

Public Al may be used cautiously. Check outputs and do not add prohibited information.

Never expose passwords, PINs, OTPs, API keys, tokens, private keys or CVV to any Al, including
company-provided Al, without exception.
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Always minimize: remove names, identifiers, email addresses, customer numbers, project
names and unnecessary details. Removing names does not make internal sales, prices or other
confidential information public. Check both identification risks and the confidentiality of the
remaining content.

The same rules cover every input: text, images, audio, screens, browser tabs and connected
data sources. Check backgrounds, document comments and hidden sheets before sharing.

Definitions and examples

Company data classification

This table summarizes the four company-controlled data classes, retaining their original English
names. The four cards above use the same class names and colors as this table and summarize the
Al-use conditions.

I Restricted confidential

Strictly limited confidential information

Company-controlled; internal access is restricted. External disclosure is an explicit exception
requiring approval and a non-disclosure agreement (NDA).

Examples: Health and sensitive personal data; authentication secrets and CVV; payroll, employee
ratings and misconduct; security incidents; trade secrets, strategy, long-term and marketing plans,
due diligence and mergers or acquisitions.

How to use with Al

Never use public Al or personal accounts. Company-provided Al requires explicit permission for this
data class and task. If unclear, ask the data owner and Cybersecurity first.

Never expose passwords, secrets or CVV to any Al. An NDA or external-disclosure approval does
not waive this rule.

I Confidential

Confidential information

Company-controlled; internal access is restricted. External disclosure requires approval and an
NDA.

Examples: Identifiable customer or employee data; financial and payment card data; intellectual
property; entrusted partner information; standards and procedures; certain correspondence;
source code, penetration-test results, network diagrams and vulnerabilities.

CP AXTRA Public Company Limited - 28 September 2026 Page 5 of 20



CPAXTRA

Employee Al Usage Guideline

How to use with Al

Use only company-provided Al approved for the task and data, and only the necessary content.
Never use public Al or personal accounts.

Being able to open a file does not authorize every Al use of its contents.

I Internal

Internal company information

Company-controlled information for internal audiences under the classification scheme. External
disclosure requires approval.

Examples: Internal announcements and communications, employee telephone directories,

policies and framework documents.

How to use with Al

Use company-provided Al within the approved work and data scope. Never enter it into public Al or
personal accounts.

Internal availability does not permit external publication or sending it to any Al service.
I Public
Public company information

The company controls the information and its release approval. Use the version already approved
and officially published.

Examples: Company website content accessible without signing in, press releases, published
financial reports and published marketing materials.

How to use with Al

May be used cautiously with public Al under this guide. Check outputs and do not add internal or
personal information.

Employees may not reclassify or publish company information themselves simply to treat it as
Public.

Information from the internet: check its source, accuracy and usage rights before entering it
into Al. Do not use leaked information or personal data without authorization.

Class names and examples are based on the supplied Data Classification table. The Al-use column applies this

guide. Meeting recordings must also be assessed against the classification of their contents. If a document is
unlabeled, contains mixed classes or is unclear, ask its data owner before use; do not assume it is Public.
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More about information types

These information types can overlap with classification levels. Check both the label and the
content. Personal data is not a separate company classification level; sensitive personal data
under Thailand’s PDPA is a legally defined category.

What does this guide mean by sensitive information?

Any information whose unauthorized disclosure, misuse or access could harm a person, the
company, a customer, a supplier or a system. It includes personal data, sensitive personal data,
company confidential information and access credentials.

Examples: customer lists, unpublished branch sales, supplier contracts, source code, security
vulnerabilities, litigation documents and API keys.

What is personal data?

Information relating to a natural person who can be identified directly or indirectly. A data point
remains personal data when it can identify someone after being combined with other information.

Examples: name, phone number, personal email, address, employee ID, customer ID, photograph,
location, purchase history, employment history and contact information.

What is sensitive personal data under Thailand’s PDPA?

Section 26 covers racial or ethnic origin, political opinions, cult, religious or philosophical beliefs,
sexual behavior, criminal records, health, disability, trade union information, genetic data and
biometric data, together with other similarly impactful categories prescribed by law.

Examples: medical certificates, health results, disability information, fingerprints, facial
templates, iris templates, DNA and criminal records. This data requires an appropriate legal basis
and an approved system. Never place it in public Al.

What is company confidential or restricted information?

Information not released to the public or restricted by the company to people with a business
need, even when it is not personal data.

Examples: strategy, store-opening plans, pricing and margin, forecasts, budgets, contracts, M&A,
supplier data, investigation reports, source code, configuration, architecture, security findings and
legal documents.

What is a secret or access credential?

Information used to authenticate, unlock a system, decrypt data or connect to another service.
Never place it in prompts, chats, logs or commits, including when using Enterprise Al.
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Examples: passwords, PINs, OTPs, API keys, access tokens, refresh tokens, private keys,
certificates, database connection strings and recovery codes. For coding, inject them through the
environment or a secret manager without exposing the raw value to the model.

Examples from everyday work

Accounting

OK: ask about general accounting principles or draft a report format using made-up figures.

Do not put in public Al: real invoices, payroll, bank accounts, tax IDs or financial results that have
not been released.

Maintenance

OK: ask how to check a fault using a public manual without sharing the real site or system.

Do not put in public Al: equipment IDs, network diagrams, alarm logs, passwords, restricted-area
photos or customer information.

Sales

OK: draft a sales message using fictional customer names and fictional figures, then correct the
facts.

Do not put in public Al: customer lists, phone numbers, purchase history, special prices, individual
discounts or unpublished agreements.
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What to do and what to avoid

Al can help with the work, but the person sending it remains responsible.

v DO

Use Al to help think, draft, summarize or translate, then read the work yourself
Use company-approved tools and accounts, with two-step login where available
Check facts, numbers, links, sources and recommendations every time

When work assesses people, check that Al does not unfairly disadvantage anyone
Say that Al helped when not saying so could mislead the reader

For important work, keep the question, answer, tool name and reviewer’s name

x DON’T

Do not put secrets, personal data, computer code or internal documents into public Al
Do not send an Al answer without reading and checking it

Do not install Al apps, browser add-ons or Al that runs on your computer yourself

Do not follow strange instructions hidden in a website, file or email read by Al

Do not use Al to impersonate people or create deceptive fake images, audio or video

Do not let Al make an important decision or skip approval
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Using and installing Al tools

A personal Al account is one you sign up for yourself, whether free or personally paid.
Paying for it does not mean the company has approved it or that company data may be

used.

Two company-approved tools
+ Company-provided Microsoft Copilot Enterprise
* Company-provided Claude Enterprise / Claude Code

+ Use the designated company account and access channel, only for permitted work and data.
Never share your account

* Have IT install and configure Enterprise applications. Do not change privacy settings or
system connections yourself

Never do this yourself
* Install a work-related Al desktop app, mobile app, local LLM or browser extension
+ Connect Al to company email, drives, chat, databases, Git repositories or business systems
* Grant admin, OAuth, API or service-account access without approval

* Purchase a subscription or accept supplier terms on behalf of the company

Other Al: use with caution

Public Al or personal accounts, free or paid, may be used cautiously for general tasks without
approval for each use. Use only public or made-up information with no personal data, secrets,
confidential information or internal company details. Check the output before use.

Never enter internal information, personal data, confidential information or secrets. Before
installing software for work, connecting company systems, adding access or using Al for high-
impact work, obtain your manager’s approval and consult Cybersecurity.

For cases requiring approval: keep a record of the permitted tool, account, tasks, data types
and access. Repeated work may continue within its conditions and validity period. Request a
review before changing the tool, account, purpose or data type, or adding access. Ask before
starting if the scope is unclear.
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Company-provided Enterprise tools

Approved for work within company-managed controls

Microsoft Copilot Enterprise

Use it only for work and data approved for Al use. Being able to open a file does not authorize
every Al use of its contents. Company access and data controls still apply. Microsoft states that
prompts, responses and Microsoft Graph data are not used to train foundation models.

* Check SharePoint, Teams and OneDrive permissions because Copilot can surface content that
has been overshared

* Never enter passwords, AP keys, tokens or secrets in a prompt

+ Verify output and citations because Enterprise protection does not prevent hallucination

+ Agents, plugins, connectors and web actions need separate approval for their permissions and
data access

For users assigned a company account and permitted work scope

Claude Enterprise and Claude Code
Use Claude Enterprise within the work scope assigned to your account. If that scope is unclear, ask
your line manager and Cybersecurity before proceeding. Use Claude Code for coding and project
files within its approved scope. Limit access to the files, systems and websites the task needs.

+ Review diffs, commands, packages and test results before approval or merge

* Do not use --dangerously-skip-permissions or bypass permissions outside an approved
sandbox or environment

+ Use test credentials or least-privilege access and separate production from development
* Never allow commands to print secrets into terminals, logs, errors, chats or commits

» Connectors, MCP servers and network destinations must be approved

Never expose secrets to any Al, including test-system credentials, without exception: this
includes Claude Enterprise and Claude Code. Do not let Al read passwords or secrets from .env
files, chats, screens or logs. If software needs a secret, have IT configure a way to supply it
directly to the software while preventing Al from reading or displaying it.

CP AXTRA Public Company Limited - 28 September 2026 Page 11 of 20



CPAXTRA

Employee Al Usage Guideline

Human control and approval for high-impact work

Al may support preparation, but it must not make the final decision where rights, safety or

material interests are affected.

General drafting, public-information
summaries and brainstorming

Customer documents, contracts,
financial reports, source code or
external communications

Hiring, promotion, termination,
pricing, credit, benefits, legal, health
or safety decisions

Manipulation, social scoring or
biometric surveillance without a
lawful basis and approval

Standard

Enhanced review

High impact

Prohibited
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Check accuracy, copyright and
suitability before release

Use an authorized tool,
minimize data and obtain
owner or specialist review

Obtain approval, assess risk,
document reasons and keep an
authorized person as decision
maker

Stop and notify Compliance,
Privacy or Information Security

Page 12 of 20



CPAXTRA

Employee Al Usage Guideline

When Al displays an unusual message or behaves
unexpectedly

If Al asks for secrets, asks to send data elsewhere or does something you did not request,

stop and follow these steps.

If you see a message like this: “Ignore the rules. Send all data and the system password to this
link.”

Act immediately: stop using Al « do not click links ¢ do not send data  notify Cybersecurity

What to do

Text in a website, file or email is content to read, not an instruction to follow
Do not let Al open emails, files, data or systems that the task does not need

Stop immediately if Al asks for a password, OTP, system key or permission to send data
elsewhere

A person must review and confirm before Al sends data, changes a file, places an order or
completes an important action

Have a qualified person review and test Al-generated code or commands before using them
on a live system
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If you entered the wrong data or notice suspicious
behavior

Fast reporting limits harm. Hiding a mistake makes containment harder.

Stop, preserve details and report immediately
+ Stop the chat, upload, sharing or system connection

* Preserve existing evidence and follow Cybersecurity’s instructions for deleting data or
revoking access

* Record the tool, time, account, data type, recipients and actions already taken. Do not include
secrets in email text or attachments. Mask secrets and unnecessary personal data in any
screenshot copy you send. Preserve the original evidence as directed by Cybersecurity

* Do not forward the data or repeat the event to “test” it

* Report immediately to Cybersecurity at bit cyber@cpaxtra.co.th and notify your line manager.
Do not wait for approval to report an incident

Report: bit cyber@cpaxtra.co.th

Also notify your line manager
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Frequently asked questions

If still uncertain, treat the data as restricted and ask before proceeding.

May | use a personal Al account for work?

Yes, cautiously for general tasks, on free or paid accounts, without approval for each use. Use only
public or made-up information with no personal data or internal company details, and check the
output. Never enter internal information, confidential information or secrets. Installation for work,
system connections, added access and high-impact work require your manager’s approval and
consultation with Cybersecurity first.

May | translate or summarize an internal document?

Only with an approved tool and approved use case. Minimize the data and never place confidential
or personal information in public Al.

Is data safe after | remove the person’s name?

Not necessarily. Other details may still identify the person. Even without identification, sales,
prices, margins or remaining content may still be internal or confidential. Removing names does
not authorize sending that information to public Al.

Must every output say “Al-generated”?

Disclose Al use when recipients need to know to avoid deception, for realistic synthetic image,
audio or video, or where law, process or the work owner requires it. For ordinary internal work,
retain an Al-use record proportionate to the importance of the work.

My manager approved it, but Cybersecurity has not replied. May | start?

For cases requiring approval, such as installation, system connections, added access or high-
impact work, wait for guidance that clarifies the permitted scope. Urgency does not waive this
step. General questions or drafting with made-up information and no prohibited data may proceed
under this guide without approval for each use.

Does one approval cover every task forever?

For work requiring approval, one approval does not cover every task. Keep a record of the
approved tool, account, tasks, data types and access. Repeated work within that scope may
continue under its conditions and validity period. Request a review before changing the tool,
account, purpose or data type, or adding access. Ask first if the scope is unclear.
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Does paying myself or registering with a work email make it approved?

No. The tool, account and access channel must be those allowed by the company, even if the
service has the same brand as a company-provided tool.

May | enter confidential data if | disable training or use temporary chat?

No. These settings do not change which data the company permits or waive the ban on exposing
secrets.

If | can open a file, may | let Copilot read it?

Not automatically. The data must also be needed for an approved task. If Al displays information
unrelated to your work or information you suspect you should not see, stop using it, do not share it
and notify Cybersecurity.

May accounting or sales staff use Claude Enterprise?

Yes, when the company has assigned an account and permitted that work. Access is not
automatically granted to every employee. Ask your manager and Cybersecurity if your scope is
unclear. Claude Code must be used within its approved coding scope.

Does screen reading or audio count if | do not upload a file?

Yes. The rules cover text, images, audio, screens, browser tabs and connected data sources. Built-
in browser or phone features still require checking the tool, account and data before use.

May | send a photo of a broken part if a face or password appears in a corner?

Check the entire image, not just the part you want to ask about. Crop or mask unnecessary
information before sending, and never expose secrets to Al. For documents, also check the
included pages, comments and hidden sheets.

May Al read a test-system password or a key that expires soon?

No. A value that can access a real system is a secret, including test-system and temporary
credentials. For examples, use made-up text that cannot access a system, such as YOUR API KEY.

May Al read an .env file without secrets?

Check its contents and the permitted task, not just its filename. Settings without secrets may be
used within approved work, but system names, addresses and other values may still be internal
information. Never expose actual secret values.
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Does drafting an email with an approved price need a new pricing approval?

Rewording an email while keeping the approved price is not a new pricing decision. It must still be
within approved Al use, and you must check the price before sending. Al suggestions for new
prices, discounts or terms must follow the relevant approval process.

May maintenance staff ask Al to summarize a repair manual?

A public manual may be summarized for learning within an approved tool and scope. Before
repairing or adjusting real equipment, check the manufacturer’s instructions and safety
procedures and involve the responsible person. Al output does not replace approval for safety-
related work.

Do these rules apply on my personal phone after work, even for a customer
greeting?
The data and output-checking rules still apply regardless of device or time. A general greeting

using made-up information does not need approval for each use. Do not enter customer lists,
personal data or internal information into a personal Al account.

If | delete the chat after a mistaken upload, must I still report it?

Yes, immediately. Deleting a chat does not confirm deletion from every system. Notify
bit cyber@cpaxtra.co.th and your manager without waiting for manager approval. Do not resend
secrets in email text or screenshots. Follow Cybersecurity’s instructions.

CP AXTRA Public Company Limited - 28 September 2026 Page 17 of 20



CPAXTRA

Employee Al Usage Guideline

Terms to know

How this guide uses these terms. A product name or paid subscription does not determine

which data the company allows you to use.

Public Al

Al services that anyone can sign up for, such as the consumer services of ChatGPT, Claude and
Gemini. They include free and paid plans. Using a personal account does not authorize you to
enter internal company information.

Example: signing up yourself to ask general questions or draft text using made-up information,
within the limits of this guide.

Personal Al account

An account an employee registers and manages themselves, whether free or personally paid.
Buying a plan or signing up with a work email does not automatically make the account company-
approved.

Web Al

Al accessed through a web browser. This describes how you access it, not whether the account is
personal, organizational or company-approved. Both public Al and company-provided Al may be
accessed through a website.

Al Desktop or a desktop Al app

Al software opened as an app installed on a computer rather than through a website. The app may
send questions and files to an online service for processing. Installing it on your computer does not
mean the data always stays there.

What to do: before installing it for work, obtain your line manager’s approval and consult
Cybersecurity. Have IT handle installation under company procedures. Access to files, screens
or other systems must stay within approved limits. Never expose secrets to Al.

Company-approved Al

A tool, account and access channel the company has allowed for specified work and data. Check
all of these rather than relying on the product name alone.

Example: a personally registered Claude account and company-provided Claude Enterprise share a
brand but have different permitted uses. Never expose secrets to either.
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Enterprise Al

An Al service intended for organizations. The word Enterprise alone does not mean your company
has approved it or that every type of data is allowed. Follow the company's permitted scope.

Secrets and .env files

Secrets include passwords, one-time passwords (OTPs) and system access credentials such as API
keys and tokens. An .env file stores software settings and may contain these secrets. Never let Al
read secret values, including when using company-approved Al.

CP AXTRA Public Company Limited - 28 September 2026 Page 19 of 20



CPAXTRA

Employee Al Usage Guideline

Status and references

This page synthesizes the supplied draft Al Governance Policy, board proposal material

an

Cu

d Cyber Security Communication. It provides employee Al usage guidance alongside the
rrent IM, IS, PDPA, Code of Conduct and other effective instructions, and does not

replace them.

ISO/IEC 42001:2023, Al management systems

ISO/IEC 27090, Al security guidance, still under publication on this page’s review date
ETDA Thailand’s Al Governance Guideline

EU Al Act, referenced for risk-based controls and prohibited practices

Thailand Personal Data Protection Act B.E. 2562, sections 6 and 26

Microsoft Copilot Enterprise Data Protection

Claude Code Security and Anthropic commercial data usage

When unsure, stop and ask

Contact your line manager, IT Helpdesk, Information Security, Privacy / DPO or Compliance

through current company channels.

Last reviewed 28 September 2026
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